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Introduction:

Most Linux distributions such as RedHat, Slackware, Debian, etc. are general purpose. You can
use them for building user workstations, file and print servers, web servers, e-commerce and
database servers, or for home uses such as browsing the web, word processing and game playing.
BlackWidow is a special purpose Linux distribution (SPLD). It is designed to provide secure,
efficient access to the Internet for an existing private (home or office) network as easily as
possible. While BlackWidow’s functionality can be duplicated with other general purpose Linux
distributions and even other products (such as Windows98SE, or WindowsNT proxy server),
BlackWidow eliminates the need for much of setup, customization, patching, integration and
testing that’ s required for setting up a comparable solution with other products. It’'s already done
for you.

There are afew other SPLDs out there, such as the Linux Router Project (LRP) that
BlackWidow could be compared to. These are typically designed to run on afloppy disk and
provide Internet connectivity. They work well but the difference is a matter of philosophy and
functionality. LRP starts from bare minimum and functionality is added to it. BlackWidow starts
from afull function distribution and scales down to what is needed but still maintaining a robust
environment. With advances in technology and subsequent decreases in hardware costs, we feel
the BlackWidow can provide the best feature/cost ratio.

BlackWidow 2.0.2 is based on the Slackware 4.0 Linux distribution. To save space and reduce
complexity, only a subset of the complete package isinstalled. The componentsinstalled include
the core (A series), networking (N) and other utilities needed for log file processing (such as
perl). Inaddition to Slackware, diald (dial on demand), a dhcp server, and a caching web proxy
(optional) isinstalled as well as a custom perl scripts used for log file processing.

Linux 2.2.13 isthe kernel used for this version. Many of the “packages’ that ship with Slackware
4.0 have aso been updated to newer versions aswell. The kernel is configured with IP
firewalling and masquerading (network address port trandlation) enabled, and optimized as a
router. Network interface drivers (ethernet) are now built as modules, so that a variety of NICs
may be used just by editing a configuration file.



System Requirements for BlackWidow:

CPU 486-66DX Thisisafunction of the number of
Pentium 90 or higher (recommended) | users and how much logging is
desired.
Hard Drive 200MB IDE This depends on the amount of
logging.
RAM 12MB Thisisafunction of the number of
32MB (recommeded) users and how much logging is
desired.
/0 1x Compatible NIC (see chart) One of the modemsis used for

1x (2x for remote diags) 33.6 or 56K | dialing out to the | SP.
Hayes compatible modems

2x Compatible NICs (see chart) This configuration is for cable
modem/xDSL.
Other 1.44MB Floppy drive (only used to The floppy could be used for
load software) system updates, as could the

CD-ROM (only used to load software) | CD-ROM (pref. IDE). Software
can also be loaded via network.

Installation Procedure:

BlackWidow 2.0.2 is an upgrade to version 2.0.0. BlackWidow 2.0.0 must be installed on the
system prior to the 2.0.2 upgrade. The next few paragraphs cover the installation of 2.0.0.

Insert the boot floppy and turn the system on. During the boot, the system will prompt for an IP
address and then finish booting. Loginasr oot with no password. Use cf di sk to make two
primary partitions. 1 linux native and 1 linux swap. The swap partition should be 1 to 2 timesthe
amount of physical RAM in the system. Make sure that the Linux native partition is active. After
the partitions have been made, reboot withCt r | - Al t - Del . Repeat above, except do not run
cf di sk. Format your swap partition with ntkswap / dev/ hda2 (assuming thisis your swap
partition). Add your swap partition with swapon / dev/ hda2. Format your primary partition
with mke2f s / dev/ hdal. Mount your new partition with mount /dev/ hdal / mt .
Change directory to the new partition withcd / mt . Assuming that the BlackWidow
software is loaded on aweb server, retrieve it with the following command:

snarf http://SERVER- URL/ bw 2. 0. 0. tar. gz . Uncompress the software with

tar xvzf bw* . Deletethearchivee rm bw 2* . Prepare the system for booting with cp
/mt/etc/lilo.conf /etc. Makethenew system bootable with this command:
/mmt/sbin/lilo -r /mt -C /etc/lilo.conf . Removethefloppy disk and
reboot withCtrl - Al t - Del .

At this point, BlackWidow is functioning, but needs to be configured for the customer
environment. Log in asroot and set the password with the passwd command. Y ou should also
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usethepasswd oper at or command to set the password for the operator login. As of
BlackWidow 2.0.0, logging in viatelnet as root is no longer allowed. You must login as operator
and use ther oot command to become the administrator (or root).

After 2.0.0 has been successfully installed, copy the update file to /tmp. Make the file executable
by using chmod <filename>, then run the file with ./<filename>. The archive should automatically
expand and prompt you to continue the installation. After the upgrade isinstalled, reboot the
system.



System Configuration and Operation:

At this point, the software is installed and must be configured to your environment. BlackWidow
keepsit’'s configuration in standard ASCI| text files. Thesefiles arelocated in various locationsin
the filesystem, but most have been linked to a common directory. Usethe conf i g command
from anywhere to change to this directory. Useedi t filename on the following files to change
the hostname and | P address to the appropriate values.

dhcp. conf (if using DHCP)
dns. param

dns. server

host s

net.init

dnsfiles/db.*

web. pr oxy (if using cache)
cache. confi g/ squi d. conf (subdirectory)
cache. config/i pauth

BlackWidow 2.0.x features a web based Administration Console (Webmin) which can also be
used to configure and control the system. The console requires a valid username/password and is
encrypted with 40/128 bit SSL (depending on your browser’ s capability).

net.init

Thisfile configures the internal network interface (eth0).

Uy PICO{tm} 3.5 File: net.init

/sbinfifconfig 1o 127.8.8.1
fsbinfroute add -net 127.68.8.8 netmask 255.8.68.8 1o

#t IF YOU HAVE AH ETHERHET CONHECTIOH, use these lines below to confiqure the
#t eth® interface. If you're only using loopback or SLIP, don't include the
# rest of the lines in this file.

#t Edit for your setup.

IPADDR=""192 .168.2_1" # REPLACE with YOUR IP address?
QETHASK="255_ 255 _255_@" # REPLACE with YOUR netmask!?
HETWORK=""192 .168.2 . 8" #t REPLACE with YOUR network addresst

BROADCAST=""192 .168 .2 255" #t REPLACE with YOUR broadcast address, if you
# have one. If not, leave blank and edit below.
GATEWAY=""" #t REPLACE with YOUR gateway addresst

# Uncomment the line below to configure your ethernet card.
fshin/ifconfig eth® ${IPADDR} broadcast ${BROADCASTY netmask 3{HETHASKY

# If the line above is uncommented, the code below can also be uncommented.
B Get Help [N WriteOut Read File Preu Pg Cut Text ¥ Cur Pos
B Exit B Justify Where is Hext Pg UnCut Textjll] To Spell

Replace the values for IPADDR, NETMASK, NETWORK, and BROADCAST for ones that are
suitable for your environment.



If the BlackWidow is to be used in a cable modem/xDSL environment, useedi t st art up and
uncomment the entries for the DHCP client on ethl. If atraditional analog dialup modem isto be
used, uncomment the entries for diald instead and use the consol e_i sp command to setup the
ISP information or manually edit theconnect file.

By default, web caching, DHCP, and demand dialing are turned OFF after installation. After the
system has been configured to the environment, type config and then edit startup to enable
(uncomment) the appropriate functions. As aminimum, demand dialing should be enabled. If
web-caching isto be enabled, run/ usr /1 ocal / squi d/ bi n/ squi d - z first to create the
cache directories.

After logging in, you should see the following:

i Webmin (LT3 on bw? BlackWidow 200 - Nelscaps

Fie. Edt Yiew [o Commorecsin Help

nﬁ e P.a?.a u:'l o wuLEu Pr': 53,.}3- ’
1 b Bockmarks b Locetion [ St 613 =] 37 whats Rslated

1 Bt Merage W wstdlsd D Peoply (W] YelerPages B Doeeiosd (L Hewd Cool 2§ Charnels

Webmin —

Verston 0.73 on bw?2 BlackWidow 200

i

Webarn Teers

ETHD= vl

BIML: B DME Server Custem Commnands

DHCF Senver Duske and MNetword Fleryetemas Runrang Frocesses

iy == Drocumend: Dorm e Ml oFF A A

The Webmin Users button lets you create additional users of the Administration Console and set
different access privileges for them. The Bind 8 DNS Server button lets you update BlackWidow
about the names of the various systems on your network if they don’t use DHCP. The Custom
Commands button brings up aweb pages that lets the administrator (or their delegated users) to
restart the BlackWidow, shutdown the BlackWidow, or reset the analog dialup connection. The
other buttons are al active and are hopefully self explanatory. More controls will be added to the
console in future releases. Command line configuration is still available, asin previous versions.
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Thefilesin/ var / named are preconfigured with the address of the BlackWidow. DHCP users
will automatically be entered into DNS. Static entries can be made with the dnsupdate command
or by manually updating the db files.

The passwd command is used to change a user’ s password. Y ou can change the password of
the user you are logged in as by typing passwd. If you areroot, you can change any user’s
password with passwd user. Thewebpasswd (webpasswd user) command isused to
add a user to the web proxy, or to change their password. Access to BlackWidow reportsis
granted by the filesin config/access. The “require user” directive tells BlackWidow which users
are allowed to view that report. The user id/password is the same as the web proxy and is
modified the same way.

BlackWidow automatically synchronizesitsinternal clock to the atomic clocks that are available
on the internet. Synchronization happens every hour if there is an active connection to the
Internet. BlackWidow will initiate a connection if it has not been synchronized in three days.
Other systemsinside of your network can now synchronize to BlackWidow and be assured of
accurate time keeping. If you have an active connection, you can aso force time synchronization
withthet i mesync command.

There are times when BlackWidow’ s connection to the Internet must be reset, i.e. poor
performance. The command di al r eset accomplishesthis. After this command isissued, the
link will drop and 30 seconds will elapse before a connection can be reestablished.

BlackWidow includesthe sysi nf o and ver si on commands aswell. sysi nf o shows
information about the cpu (description & utilization) uptime, and memory and disk utilization.
ver si on shows the version of BlackWidow software, including kernel version & build time.

The system is shutdown with hal t or rebooted with r eboot . The system will beep once to
indicate the beginning of a shutdown (or reboot) and beep again when it can be safely powered
down. On restart, the system will beep (after disk activity) when it has finished booting.






Command Reference:

The following is atable of some of the most commonly used commands on the BlackWidow.
Because it is Linux based, the standard commands such as ps, vi, kill, etc. al work in addition to

those listed.
Command Description
config changes directory /root/config, where most of

the configuration files are located

consol e_isp

configures dialup parameters (phone number,
loginid, password, etc.)

di al reset shuts down current dialup connection
dir (or Is -la) lists the contents of current directory
dnsupdat e add host.domainip adds a static DNS entry

dnsupdat e del et e host.domainip removes a static DNS entry

edi t filename edit afile

exit logout of the command line

hal t shutdown the system

passwd user change user’ s password

pi ng name or ip address

test connectivity to another system

nsl ookup name or ip address

check what ip address another system uses

r eboot

restart the system

root change to root user (administrative account)
sysinfo get system resource information
timesync synchronize clock viaNTP

ver si on show the BlackWidow and kernel versions

webpasswd user

change a caching/proxy user’ s password







Configuration Files:

Because the BlackWidow is based on Linux, it has a filesystem just like any other Linux/UNIX
system. Thisversion of BlackWidow is the first where configuration files are stored in a centra
location (actudly, they are symbolic linksto the real files). Simply type conf i g and the prompt
will changeto conf i g. Configuration files can be edited by typingedi t filename. Typing!l s
will show the following files and directories:

access This directory contains links to files that
determine access to BlackWidow reporting
features.

----> dia_connect dial_connect grants access to the “System

Connect Logs’ report.

---->proxy_reports proxy_reports grants access to the “User
Access’ reports.

cache.config Link to the directory (/usr/local/squid/etc)
where caching proxy settings are located.

connect Link to /usr/lib/diald/connect. The script that

diald executes when adial on demand is
required. The username, password, and
telephone number of the | SP are located here.
For security, only root should be able to read

thisfile.

dhcpd.conf Link to /etc/dhcpd.conf. Sets parameters for
the dhcp server.

dialdfilters Link to /usr/lib/diald/standard.filter. Thisis

the policy that diald uses for bringing up and
tearing down connections (and how long
connections should stay up).

dns.param Link to /etc/named.boot. Main configuration
filefor named (DNS). Tellsnamed wherein
/var/named it can find what it needs. Also
should include the I P addresses of ISP name
Servers.

dns.server Link to /etc/resolv.conf. Liststhe DNS
servers that the system can use and what
domain the system isin. BlackWidow should
have its own address here.

dnsfiles Link to the directory (/var/named) where the
| P address to name bindings are stored.
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drivers.conf

Link to /etc/rc.modules. Hereiswhere you
can tell BlackWidow which network card
driver to load. NE200O0 cards need to 1/O
address specified as well.

hosts

Link to /etc/hosts. Local hosts file. Name
<--> | P resolution.

net.init

Link to /etc/rc.d/rc.inetl. Configures (IP,
netmask, etc.) the ethernet interface on boot.

shutdown

Link to /etc/rc.d/rc.6. Thisiswhat
BlackWidow runs when it is being halted or
rebooted.

startup

Link to /etc/rc.d/rc.local. Startsdiald,
log_parse.pl (access logging), IP firewalling &
masquerading, samba, caching, dhcp, etc.

web.config

Link to the directory (/var/lib/httpd/conf)
where the configuration files for the Apache
web server are |ocated.

web.proxy

Link to
Ivar/lib/httpd/htdocs/proxy-conf/proxy.pac.
Thisisaproxy configuration file that web
browsers can use to determine if they should
use the proxy or not.

Below is atable of other key system files not located in ~/config and what they do.

/vmlinuz System kernel. DO NOT DELETE

/etc/lHOSTNAME Tells the system what it is called.

/etc/passwd Files that contain usernames and passwords on

/etc/shadow the system. The encrypted passwords actually
are in the shadow file.

[etc/inittab Tells the system what commands it should run

and when (such as at reboot, start-up, etc.).
The command for the remote modem login is
in here.

fetc/rc.d/rc.inet2

Starts the routing, name service, and other
network daemons at boot.

/etc/rc.d/rc.serid Configures serial ports (speed, irg) at boot.

/etc/re.d/re.httpd Starts Apache web server.

Ivar/named/db.192.168.x Named uses this to perform IP --> name
binding. Thisfile should be specified in
/etc/named.boot.

Ivar/named/db.domain Named uses this to perform name -->IP

binding.This file should be specified in
/etc/named.boot.

-11-




What’snew in 2.0.2

profileand timesync, updated
Improved security (removal of unneccessary services, retuning config files)

fixed DHCP/DNS synchronization

Differences between 1.3.0 and 2.0.0

Updated kernel (2.2.13)

New web based control panel (Webmin 0.73) with SSL encrypted connections.
Support for dual ethernet configurations (cable modem & xDSL).

DHCP client on second ethernet interface.

Updated DNS server (8.2.2pl5). Security fixes.

Updated caching proxy server (2.2 ST 5)

Updated user access reports (2.9.2).

Updated, more user friendly system connection reports.

Updated ftp daemon (2.5.0+patches). Security fixes.

Updated ppp driver (2.3.7)

More secure remote administration. Two successful logins are now required.

Updated web based help for automatic proxy configuration. Includes example for Netscape &
Internet Explorer.

Console support via serial connection. Eliminates the requirement for a video card (still
recommended)

System information is available via SNMP (disabled by default for security purposes)
Updated base architecture (Slackware 4.0 vs. 3.3)

Differences between 1.3.0 and 1.2.0

Updated kernel (2.0.38)

Updated DHCP server (version 2.0)

Updated DNS server (version 8.12). Allows for dynamic DNS updates.

DHCP & DNS servers synchronize. DNS entries are automatically created & maintained for
DHCP stations. DNS uses the “machine name”’ (Win95/98/NT) for the entry.
Automatic synchronization to NTP (network time protocol).

Updated caching proxy server (2.2 st 2)

Easier, more automated proxy configuration with web based help.

Setup utility for connection to ISP (easier to setup & make changes)

New commands (consol e i sp, dialreset, dnsupdate, sysinfo,
ti mesync, version)

Easier instalation
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Differences between 1.2.0and 1.1.0

More modular kernel configuration.

Smaller disk foot print (down 20MB to 49MB, not including web cache)

DHCP server.

Audible startup/shutdown indicators.

PCI support (for NICs, disk controllers, and video only).

Improved dial on demand process stability (fewer reboots).

New commands: confi g, edit, reboot, halt, and webpasswd.

Easier configuration (~/config area).

Y 2K compliant (see Y 2K Compliance Statement)

The software version is no longer displayed with the login prompt (asingle dot is shown

instead). Itisonly reveaed after a successful login. Thisisfor security purposes.

Differences between 1.0.0 and 1.1.0

Later, more stable kernel

Much more secure. Unneeded services are disabled. Passed testing with Nessus

More automated instalation

Smaller disk footprint (by 4MB)

Optional caching web proxy option with user authentication, tracking, and access control lists.
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Copyright and License Information:

The Linux(R) kernel is Copyright 1991, 1992, 1993, 1994, 1995,
1996, 1997, 1998 Linus Torvalds (others hold copyrights on some
of the drivers, filesystems, and other parts of the kernel) and

is licensed under the terms of the GNU General Public License.

LINUX isaregistered trademark of Linus Torvalds.

Origina BlackWidow scripts, programs and interfaces are Copyright 1997,- 2000 Robert M.
Kettles, Fairfield, Connecticut, USA.
All rights reserved.

Redistribution and use of this software, with or without modification, is
permitted provided that the following conditions are met:

1. Redistributions of this software must retain the above copyright
notice, thislist of conditions and the following disclaimer.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR T"ASIS' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Much of the software included in BlackWidow is licensed under the terms of the GNU Generdl
Public License (which isincluded in this document).

NOTE: We are required to provide any missing source to GPLed software for
3 years, per this section of the GNU General Public License:

b) Accompany it with awritten offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
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machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

The Slackware Installation scripts are Copyright 1993, 1994, 1995, 1996,
1997, 1998, 1999 Patrick Volkerding, Moorhead, Minnesota, USA.
All rights reserved.

Redistribution and use of this software, with or without modification, is
permitted provided that the following conditions are met:

1. Redistributions of this software must retain the above copyright
notice, thislist of conditions and the following disclaimer.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “ASIS' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;

OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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This product includes software developed by the University of
Cdifornia, Berkeley and its contributors:

Copyright (c) 1980,1983,1986,1988,1990,1991 The Regents of the University
of California. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

This product includes software developed by the University of
Cdifornia, Berkeley and its contributors.

4. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “"ASIS" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

-16-



GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

675 Mass Ave, Cambridge, MA 02139, USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

freedom to share and changeit. By contrast, the GNU General Public
Licenseisintended to guarantee your freedom to share and change free
software--to make sure the software is free for all itsusers. This

General Public License applies to most of the Free Software

Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions trandate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for afee, you must give the recipients al the rights that
you have. Y ou must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and

(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.
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Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of afree
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains

a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program”, below,
refersto any such program or work, and a "work based on the Program”
means either the Program or any derivative work under copyright law:
that isto say, awork containing the Program or a portion of it,

either verbatim or with modifications and/or translated into another
language. (Hereinafter, trandation is included without limitation in

the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of

running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and
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you may at your option offer warranty protection in exchange for afee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) Y ou must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as awhole at no chargeto all third
parties under the terms of this License.

¢) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
awarranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work asawhole. 1f
identifiable sections of that work are not derived from the Program,

and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of awhole which isawork based

on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent isto
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with awork based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.
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3. You may copy and distribute the Program (or awork based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you aso do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three

years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This aternativeis
allowed only for noncommercia distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for awork means the preferred form of the work for
making modificationsto it. For an executable work, complete source
code means all the source code for all modulesit contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, asa
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. Y ou may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
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parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing el se grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. 'Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply and the section as awhole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she iswilling
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to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program isrestricted in
certain countries either by patents or by copyrighted interfaces, the
origina copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the Genera Public License from timeto time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. |If the Program
specifies aversion number of this License which appliesto it and "any

later version”, you have the option of following the terms and conditions
either of that version or of any later version published by the Free

Software Foundation. |f the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of al derivatives of our free software and
of promoting the sharing and reuse of software generaly.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "ASIS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Termsto Y our New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve thisisto make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
GNU Genera Public License for more details.

Y ou should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY: ; for details type "show w'.
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Thisis free software, and you are welcome to redistribute it
under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate
parts of the General Public License. Of course, the commands you use may

be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your
schoal, if any, to sign a"copyright disclamer” for the program, if
necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the program
“Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If thisiswhat you want to do, use the GNU Library General

Public License instead of this License.
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